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1 Introduction

1.1 Purpose of the document

OmniPCX Open Gateway (refer to as O2G) provides an easy integration for business communications into your
applications or processes with Alcatel-Lucent OmniPCX® Enterprise Communications Server (refer to as OXE).

Developers access OmniPCX Enterprise Communication Server capabilities, including call control, call center,
management and analytics using open web services provided by OmniPCX Open Gateway (02G) REST APIs.

This document helps understanding from an application point of view how to authenticate, create an application
session, and start invoking 02G APl endpoint services. It outlines the corresponding O2G API flow diagrams,
content of APl requests/responses and events issued by OmniPCX Enterprise through 02G (See Figure 1:
“Architecture overview” )

02G API flow diagrams
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Figure 1: “Architecture overview”

Notes:

The purpose of this document is not to provide a complete description of the 02G REST API. Examples and flow
diagrams described in the document do not expose the full range of parameters and options available to implement
more complex use cases. While the fundamental principles remain valid, the content of the requests, responses,
and events provided as examples to illustrate the usage of a REST API in the document may vary slightly from the
most recent published version of the API.

If you wish to further explore your understanding and usage of the OmniPCX Open Gateway, Alcatel-Lucent
Enterprise offer various options :

e 02G REST API reference documentation: a comprehensive and detailed description of 02G REST API.
https://api.dspp.al-enterprise.com/omnipcx-open-gateway-02g/

e Alcatel-Lucent Enterprise Developer & Solution Partners Program (DSPP): provides resources (sandbox) and
support for the development and test of your application on top of 02G and OXE.
https://api.dspp.al-enterprise.com/contact-us/

e Alcatel-Lucent Enterprise OmniPCX Open Gateway Mentoring Service Pack: helps preparing your 02G
deployments and software integration with the accompaniment of dedicated Alcatel-Lucent Enterprise
experts.

Please, refer to your local Alcatel-Lucent Enterprise representative.

Examples and flow diagrams described in the document depend on setting up correctly 02G server infrastructure,
acquiring necessary licenses, and establishing secure access through networking equipment. For this purpose,
please refer to O2G server installation manual (available for Alcatel-Lucent Enterprise Business Partners).
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1.2 Outlined 02G API flow diagrams

This document contains some essential 02G API flow diagrams depicting requests/responses and asynchronous
events sent to/received from a client application to/from O2G server using 02G REST API. Basic examples illustrate
the sequence of events received after subscribing to common services such as Telephony services and issued by
some fundamental telephony interactions. This guide details the flow diagrams shown in Figure 2: “O2G API flow
diagrams outlined in this document”

02G API flow diagrams - Overview

Client App 026 OXE OXE Users
Get 026 Information

Request to get 02G information

Response (General information including Authentication URL)

Authenticate with O2G

Request to authenticate (Login, Password)

Response (JWT Token for subsequent requests cookie, Session URL)

Establish Application Sessien with 02G

Request to esttablish an application SESSION (Application name, Authent cookie)

Response (AP| Base path, A

Get OXE User Information

Request to get OXE user LOGIN {Authent cookie)

¥

Response (OXE user login name)

Reguest to get OXE user INFORMATION {Authent cookie)

Responze (Detailled OXE user information)

Subscribe to Event Notifications

Request to SUB5CRIBE to services (e.g. Telephony)( OXE login name(s), Authent cookie)

Response (Polling URL to wait for telephony events)
Wait for Event Notifications

Telephony actions:
Call, Transfer, ...

Telephony events

Figure 2: “O2G API flow diagrams outlined in this document”
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2 Getting 02G information

An application can retrieve general information about O2G server REST API by implementing a GET http(s) request

( ® ) on the 02G hostname URL such as: http(s)://<host>:<port>/api/rest

Upon successful completion of the request, the returned body ( ® ) includes, among other information, the URLs
needed for authentication in the next step. Two different URLs may be returned based on the access point to the

API: one for intranet access (internalUrl) and another for internet access (publicUrl).

02G API flow diagram - Getting O2G Information

Client App 02G

REQUEST: GET - https: //02G Host name/api/rest

(1] =

Successful request (Returned code: 200): GET - https://02G Host name;‘api.fresé
-+

{
"serverinfo”: {
"productName": "02G Services 2.6",
"productType": "02G",
"productVersion": {
“major’: "14.6",
“minor”: "000.001"
b
"haMode": false
}!
"versions": [
d
"id": "1.0",
“status”: "CURRENT",
"publicUrl": "https://02G Host name/api/rest/authenticate?version=1.0",
“internalUrl": "https://02G Host name/api/rest/authenticate?version=1.0"
¥
I,
"custoFeatures’: []
h
Client App 02G
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3 Authenticate with 02G

The first step for an application using O2G API is to authenticate with 02G using HTTP basic authentication sending

a login and the associated password encoded in Base64 within the request header ( ® ) at one of the

authentication URLs previously retrieved with 02G information. The login and password can be those of an OXE user

or an 02G administrator account :
- For an OXE user:

o Login: is the extension number of the OXE subscriber prefixed by "oxe" (e.g. “oxe1001”)

o Password: is the OXE user password associated to this extension number

- For an administrator
o Login: is an 02G account nhame managed within O2G server (e.g. “admin”)
o Password: is the password associated to this 02G account

Upon successful completion of the request, the response ( ® ), includes a JWT token (credential) that has been

calculated by 02G server based on login and password provided. This token must be passed in a cookie (AlcUserld)
in all subsequent HTTP(S) requests, so that 02G can check their validity. URLs needed for session establishment in
the next step are also provided in the response. Two different URLs may be returned based on the access point to

the API: one for intranet access (internalUrl) and another for internet access (publicUrl).

02G API flow diagram - Authenticate with O2G

Client App « login: pissword > 026

Authorization: Basic bG9naW46cGFzc3dvemQ=
REQUEST: GET - https://02G Host name/api/rest/authenticate?version=1.0

»
Lt

Successful request (Returned code: 200): GET - https://02G Host namefapi;’rest.fauthenticate?version:b[)

*

{
"credential": "eyJhbGciQiJIUzI1NiJ9. eyJzdWIi0iJhZG1pbilsimlhdCl6MTcwNDEYNTgwM30.ySE_gZCavvBr6fRASGqOhzG6z5652
"publicUrl": "https://02G Host name/api/rest/1.0/sessions",
"internalUrl": "https://02G Host name/api/rest/1.0/sessions"
3
Client App 02G
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4 Establish a session with 02G

After authentication, the application needs to establish a session with 02G by executing a request to the '/sessions’
API service using one of the URLs retrieved in the Authentication step.

For that purpose, send an HTTP POST JSON request with an application name provided in the request body ( @ ).
Ensure to include the 'AlcUserld’ header cookie with the JWT token value received during the Authentication phase.

Upon successful completion of the request, the response ( ® ) includes the base URL paths to invoke 02G services
along with the list of available services and their relative URL. As for previous request, two different base URLs
may be returned based on the access point to the API: one for intranet access (privateBaseUrl) and another for
internet access (publicBasseUrl).

02G API flow diagram - Establish a session with O2G

Client App 026G

REQUEST: POST - https://02G Host name/api/rest/1.0/sessions

(1]

Y

"applicationMName": "Application_1784"
3

Successful request (Returned code: 200): POST - https://02G Host name/api/rest/1.0/sassions

4l
-

"admin”: true,
"timeToLive": 1800,
"publicBaseUrl™ "https://02G Host name/api/rest/1.0%,
"privateBasellrl": "https://02G Host name/api/rest/1.0",
"services™: [
{
“serviceName"; “Logins’,
"serviceVersion™: "1.0",
“relativeUrl™ "/logins"

"serviceMame": "Users”,
"serviceVersion™: "1.0",

"relativeurl”; "fusers”

"serviceName": "BasicTelephony”,
"serviceVersion™: "1.0",

“relativelrl™: "/telephony/basicCall”

"serviceName": "Telephony”,
"serviceVersion™: "1.0",
"relativeUrl™: "/telephony/calls”

.... List of available services
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5 Session keepalive

For each session, 0O2G sets a 30-minute timer, and closes the session if no requests are made. 02G resets the timer
to the 30-minute duration upon receiving any request or keepalive.

A keepalive can be sent using an HTTP POST request on “/sessions/keepalive” ( @ ). Ensure to include the
'‘AlcUserld’ header cookie with the JWT token value received during the Authentication phase.

Upon successful completion of the request, a 204 HTTP response ( ® ) is returned indicating that the keepalive
request has been considered and the timer has been reset.

022G API flow diagram - Session keepalive

Client App 026G

REQUEST: POST - hitps://02G Host name/api/rest/1.0/sessions/ keepalive

B
-

Successful request (Returned code: 204): POST - https://02G Host name/api/rest/1.0/sessions/ keepalive

L

Client App 02G
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6 Get OXE user information

6.1 Get OXE user login names

A typical way of implementing an application using O2G REST API is to subscribe for a category of events issued by a
subset of OXE users to be monitored. To do that, a first step consists in getting the login names of OXE users. To
get OXE users login names send an HTTP GET request using the logins APl endpoint service ( @®). Ensure to include
the 'AlcUserld’ header cookie with the JWT token value received during the Authentication phase.

Upon successful completion of the request, the response ( ® ) includes the list of the login names.
Note: A session established using an administrator account can get the list of all the users (login names). With a
session established for a user, only information of this user (login name) is returned. The flow diagram shown below

illustrates a request/response exchange when using a session established using an admin account whereby a list of
login names is returned.

02G API flow diagram - Get OXE user logins

Client App 02G

REQUEST: GET - https://02G Host name/api/rest/1.0/logins

(1] 2

Successful request (Returned code: 200): GET - https://02G Host name/api/rest/1 .O.flogig

{
“loginMNames": [
"oxe1002",
"oxe1001",
"oxe1105",
"oxe1104",
"oxe1103",
"oxe1102",
"oxe1101",
"oxe1115",
"oxe1114",
"oxe1113",
"oxe1112",
"oxe1005",
"oxel1111",
"oxe1004",
"oxe1003"

Client App 02G
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It might be from interest for an application to get details about OXE users. To get detailed information about an
OXE user send an HTTP GET request using the users/{login name} APl endpoint service ( ®). Ensure to include the

‘AlcUserld’ header cookie with the JWT token value received during the Authentication phase.

Upon successful completion of the request, the response ( ® ) includes detailed information about the user.

Note: A session established using an administrator account can get detailed information about any user. For an

applicative session established for a user, only details for that user can be accessible.

The flow diagram shown below illustrates a request/response exchange to retrieved detailed information about an

OXE user.

02G API flow diagram - Get OXE user information

Clie

{

Clie

nt App

REQUEST: GET - https://02G Host name/api/rest/1.0/users/oxe1001

02G

.
g

o

Successful request (Returned code: 200): GET - https://02G Host name/api/rest/1 .DIusers/oxelEg

"companyPhone": "1001",
"firstName™: ",
"lastName": "SIP EXT 1001",
"loginName": "oxe1001",
"voicemail": {
"number”: "1999",
"voicemailtype": "VM_4645"
i
"devices": [
{
"type": "SOFTPHONE",
"id": "1001",
"label": "POC",

"subType": "SIP_Extension"

¥

I
"nodeld": "1"

nt App

02G

© 2024 ALE International, ALE USA Inc. All rights reserved in all countries. The Alcatel-Lucent name and logo are trademarks of Nokia used under license by ALE. To

view a list of proprietary ALE trademarks, visit: www.al-enterprise.com/en/legal/trademarks-copyright.www.al-enterprise.com

10 | 31



02G REST API Getting Started Guide - 2402a

7 Subscribing to services

Once a session with the 02G server is successfully established, a typical client application implementation involves
subscribing to a category of services (e.g. Telephony) and to wait for events generated by the activity of the
subscribed service category.

As an example, within a session initiated with an admin account, it is possible to subscribe to Telephony events
awaited from a subset of OXE users by sending an HTTP POST JSON request ( ® ) providing the list of OXE users and
the “telephony” category of events in “filter” and “selectors” of request body. Ensure to include the 'AlcUserld'
header cookie with the JWT token value received during the Authentication phase.

Upon successful completion of the request:

- Aresponse ( ® ) is returned including long polling URL paths that a background task of the Client App can
use to wait on events generated by telephony activity and delivered by the server asynchronously. Two
different URLs may be returned based on the access point to the API: one for intranet access
(privatePollingUrl) and another for internet access (publicPollingUrl).

- Afirst event “OnChannellinformation” is provided on the long polling URL ( ® ) indicating that the event
generation process is ready and started: “Chunk started”.

Note: Providing the parameter “timeout” set to 0 value in the request ( ® ) indicates O2G server to maintain the
eventing channel on the long polling URL without timeout.

02G API flow diagram - Subscribe to Telephony Events

Client App 026G

Application Session URL

REQUEST: POST - https:/#02G Host name/ api/rest/1.0/subscriptions

(1] >
i
“filter": {
"selectors"; [
i
“ids" [
"oxe1001",
"oxce1002",
“oce1003"
I
"names": [
“telephony”
1
¥
1
"wersion™ "1.0"
"timecut™: 0

Successful request (Returned code: 200): POST - hitps://02G Host name/api/rest/1.0/subscriptions

“subscriptionld": "eyJhbGciOilUzl1NiJ9. ey JzdWliDiJhIG 1pbilsimihdCIBMTowNDES 0T w30 0w beEia750zinHIKe Q8 Y TVOW3
"publicPollingUrl": "https: /702G Host name: 806/ 0TEventsisubscriptionld=2yJhbGoiOililzl N9, ey zdWIiCi JnZ G 1 philsimihd
"privatePollingUrl": "https://02G Host name: &1 6/ 0TEventsIsubscriptionld=eyJhbGoiOiJlUzIMiJ9. ey JzdWHOiJhZ G 1 pbilslmlbe
“status": "ACCEFTED"

1

Ela{ckgmu nd task
Loop waiting for asynchronous events
o

Long Polling URL

OnChannellnformation

« 9

"eventMame™: "OnChannelinfermation”,
"text"s "Chunk started”
1

Client App 026G
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8 Use case: Monitoring basic call telephony events

The flow diagram illustrates the sequence of Telephony events that an application receives when monitoring OXE
SIP Extensions oxe1001 and oxe1002 for the following basic call use case:

- User oxe1001 calls User oxe1002
- User oxe1002 answers the call from User oxe1001
- User oxe1001 releases the call

® O
dh a
oxe1001 oxe1002
Call
= . §
User oxe1002
answers
Event flow Conversation
diagrams | ™ < .
O
User oxe1001 N
releases
Release

The Client Application must have subscribed to “telephony” category of events with an admin session(*) for the
users involved in the use case (refer to “subscribing to services” section).
(*) Using an admin session allows the application to monitor several OXE users.

Please note that to simplify the representation of the event flow diagrams in the following pages, these diagrams
only focus on the events received by the Client application using the O2G REST API to monitor user telephony
activity of OXE. They do not depict OXE and O2G servers that generates and transmits these events.
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o 0xe1001 calls oxe1002, the resulting call is identified by “callRef” (call Reference)

oxe1 01 Client App oo 1002

OnCallCreated

(1] >
{

"eventMame": "OnCallCreated”,
"loginMame": "oxe10017,
"callRef: "d0bdetb4e000100",
"callData": {
"state": "DIALING",
"capabilities": {
"terminate": true

IIl.E'gS“: [
i
"deviceld": "1001",
"state": "DIALING",
"capabilities™: {
"drop™: trus
1
1
I;
"participants": [1,
"deviceLapabilities": [

{
"deviceld": "1001"
1
]
i
OnUserStateModified
i
"eventMame": "OnlUserstateModified”,
"loginMame": "oxe1001",
"state": "BUSY"
i
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¢ Ringing phases

oxe1 0 Client App o 1002

onCallCreated

"eventMame": "OnCallCreated”,
"loginMame™: "oxe1 002",
"callRef": "d0bd9e654e000100",
"callData™ {
“initialCalled™: {
"id": {
"phoneMumber®: "1002"
}

¥
tate” "RINGING_INCOMING"
"capabilities": {
"redirect”: true,
"pickedlp™: true,
"redirectToVoiceMail": true
H

i

]

"legs"s [
"deviceld": "1002°,
"state™: "RINGING_INCOMIMNG",
"capabilities": {
"answer"s true
}
}

1,
articipants"; [

"participantid": "1001",
"identity™: {
"id": {
"loginHame": "oxe1001",
“phoneNumber’: "1001"
1
"%1'r‘str-larne": ",
“lastMame": "SIP EXT 1001",
“type™: {
"main”: "USER"
1
i
H

]

iceCapabilities™: []
¥
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oxe1 0 Client App coe 1002

OnCallModified

L4 -

i
"eventMame": "OnCallModified”,
"loginHame": "oxe1001",
"callRef": "d0bd9e&54e000100",
"callData"s {
“initialCalled™ {
Il.iljll: {
"phoneMumbsr: 1002

1

1

“state™: "RINGING_OUTGOING®,

"capabilities": {
"overflowToVoiceMail": true,
"terminate”: true

1
I
"modifiedLegs": [
i
"deviceld": "1001",
"state": "RINGING_OUTGOING",
"capabilities": {
"drop™: true
1
1
I
"addedLegs": [1,
"removedLegs": [1,
"modifiedParticipants": [],
"addedFarticipants": [
i
"participantid®: "1002",
“identity": {
id™ |
"loginMame™: "oxe1 002",
"phoneMumber”: "1002"
}I
"firstMame™: ™,
"lastName": "SIP EXT 1002",
"type™ L
"main": "UJSER"
b
1
1

]
"Fernn'-fedF'ar‘tici pantlds": [1,

"deviceCapabilities™: []
i
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axe1 001 Client App cxe 1002

OnCallModified

{
"aventMame": "OnCallModified”,

"loginHame": "oxe 100",
"callRef": "d0bd2e654e000100",
“callData" {
“initialCalled™ {
“id™
"phoneMumber': "1002"
1

Ts
"state": "RINGING_OUTGOING,

"capabilities": {
"overflowToVoiceMail™ true,
"terminate”: true

1

b
"modifiedLegs": [

i
"deviceld": "1001",
"state": "RINGING_QUTGOING",
"ringingRemote™: true,
"capabilities": {

"drop™: true
1
1
I
"addedlLeps": [1,
"removedLegs": [1,
"modifiedParticipants": [,
"addedFarticipants": [],
"removedParticipantlds": [],
"deviceCapabilities": []
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e 0xe1002 answers to the call => call is established between 1001 and 1002

axe1 001 Client App ce 1002

OnCallModified

"eventame™: "OnCallModified”,
"lopinMame”; "oxel 002",
"callRef": "d0bdetb4e000100",
"callData™ {
“initialCalled": {
"id": {
"phoneMumber®: "1002"
i
b
"state™ "ACTIVE",
"capabilities": {
"BlindTransfer": true,
"terminate”: true,
“startRecord": true
i
I
"modifiedLegs" [
i
"deviceld": "1002",
"state™: "ACTIVE",
"capabilities": {
"drop": true,
"hold™ true
i
i
]I
"addedLegs": [1,
"removedLegs™: [],
"madifiedParticipants™: [],
"addedParticipants™: [],
"removedParticipantlds™: [],
"deviceCapabilities™ []

COnllserstatefodified
-

"sventdame": "OnliserStateModified”,
"lopinMame”; "oxel 002",
"state": "BUSY"
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oxe1 01 Client App o 1002

OnCallModified

L 4

=

i
"gventName": "OnCallModified”,

"loginMame": "oxe10017,
"callRef": "d0bde654e000100",
"callData™ {
“initialCalled™: {
Il.idll: {
"phonetumber: "1002"

|
b
"state": "ACTIVE",
"capabilities": {
"blindTransfer”: trus,
"terminate": true,
"startRecord™: true
1
I
"modifiedLeps": [
i
"deviceld": "1001",
"state": "ACTIVE",
"capabilities": {
"drop™ true,
"hold™: true
1
1

]
"addedlegs’: [1,

"removedLegs": [1,
"modifiedFarticipants™: [],
"addedParticipants": [],
"removedParticipantids": [],
"deviceCapabilities™: [

i
"deviceld": "1001",
"makeCall": true,
"makeBusinessCall": true,
"unParkCall": true

1
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o 0xe1001 releases the call and gets free.

o1 00 Client App oxe 1002

OnCallRemaoved
O -

]

"gveniName": "OnCallRemoved”,
"loginName": "oxe10017,
"callRef: "d0bd9es54e000100",
"deviceCapabilities"s []

OnllserstateModitied

=

i
"aventName": "DnlUserstateModified”,

"loginName": "oxe 10017,
"state": "FREE"
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o 0xe1002 acknowledges call release and gets free.

axe10M Client App oxe 1002

CnCallModified

F 3

1]

"eventdame": "OnCallModified”,
"loginMame”: "oxel 002",
"callRef": "d0bdPesb 40001007,
"cause": "CLEAREL",
"callData™ {
"initialCalled": {
"id" §
“phoneMumber: "1002"
H
I
"state™ "RELEASIMG",
"capabilities"; {
“terminate”: true
}
i

"modifiedlegs™ [
{
"deviceld": "1002",
"state™: "RELEASING",
"capabilities": {
“drop"s true
1
i
]I
"addedlLegs": [1,
"removedless™: [].
"modifiedParticipant=": [1,
"addedParticipant=": [,
"removedParticipantlids": [

II1 I:H}'I n
Ik
"deviceCapabilities": []
1
OnCallRemoved
< 12]
{

"eventdame": "OnCallRemoved",
"leginName™; "oxe1002",
"callRef": "d0bdYes54e000100",
"deviceCapabilities"; []

OnlserStateModified

"eventHame": "OnUserStateModified”,
"loginMame™: "oxel 002",
"state"™ "FREE"

© 2024 ALE International, ALE USA Inc. All rights reserved in all countries. The Alcatel-Lucent name and logo are trademarks of Nokia used under license by ALE. To
view a list of proprietary ALE trademarks, visit: www.al-enterprise.com/en/legal/trademarks-copyright.www.al-enterprise.com

20| A



02G REST API Getting Started Guide - 2402a
9 Use case: Monitoring unsupervised transfer call telephony events

The flow diagram illustrates a typical sequence of Telephony events generated by an unsupervised transfer call
scenario involving three SIP OXE Extensions (oxe1001, oxe1002 and oxe1003).

The two users oxe1001 and oxe1002 are already engaged in a conversation identified by CallRef (Call Reference)

The flow diagram describes the sequence of events issued when following actions are executed by users:

a) User oxe1001 issues an unsupervised transfer to oxe1003
» 0xe1002 is put on hold
®» 0xe1002 rings oxe1003
» 0xe1001 call is released
b) User oxe1003 answers the call
» 0xe1002 and oxe1003 are in conversation

[ 4 o [ 4
dh dh N
oxe1001 Conversation _oxe1002 oxe1003
< @ >
NS
User oxe1001 executes an
unsupervised transfer to
oxe1003
— Hold N II
Release
< > =~
Call D
Event flow | = p =
diagrams
b) User oxe1003 answers
Conversation
— @
NS

The Client Application must have subscribed to “telephony” category of events with an admin session(*) for the
users involved in the use case (refer to “subscribing to services” section).
(*) Using an admin session allows the application to monitor several OXE users.

Please note that to simplify the representation of the event flow diagrams in the following pages, these diagrams
only focus on the events received by the Client application using the O2G REST API to monitor user telephony
activity of OXE. They do not depict OXE and O2G servers that generates and transmits these events.
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oxe1001 and oxe1002 are in conversation
Current active call oxe1001-oxe1002 is “b74ca96573000100”

oxel1001 Client App oxe 1002 e 003

oxe 1001 issues an
unsupervised transfer call
to oxe1003

>

OnCallModified

v

"eventMame": "OnCallModified",
"loginMames": "oxe1001",
"callRef": "bF4caP6573000100",
"callData": {
“initialCalled™: {
"id": {
"phoneMumber™; “1002"
i
}I
"state™: "HELD",
"capabilities": {
“terminate": true
1

1
"modifiedlegs™: [
{
"deviceld": "1001",
"state™ "HELD",
"capabilities™: {
"reconnect”: true
i
1

1

"addedLess": [],
"removedLegs": [,
"modifiedParticipants"; [1,
"addedParticipants™ [],
"removedFarticipantids": [1,
"deviceCapabilities": []
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e 1001 Client App oxe 1002 e 1003

OnCallCreated

(3
f

k4

"eventMame"; "OnCallCreated",
"loginHame";: "oxe1001",
“callRef: "d94caPes7 4000100,
"callData": {
"state™ "DIALING",
"capabilities": {
"terminate: true
1
T
"legs™: [
f
“deviceld": "1001",
"state™: "DIALING",
"capabilities™: {
"drop"; true
i
1
1:
"participants": [],
"deviceCapabilities": [

"deviceld": "1001"
1
1
h

OnCallModified

F Y

"eventiName": "OnCallModified”,
"loginMame"; "oxe1002°,
"callRef": "b74ca965 7 3000100°,
"callData"s {
“imitialCalled": {
"id™
"phoneMumber: "10027
1

b

"state": "HELD",

“capabilities": {
"terminate™: true

1

i
"modifiedLegs"s [
i
"deviceld": "1002",
"state": "HELD",
"capabilities": {
"drop”: trus

1

b

1

"addedLegs": [,
"removedLlegs™: [1,
“modifiedParticipants": [],
“addedParticipants": [],
"removedParticipantlds": [],
"deviceCapabilities": [

"deviceld": "1002"
3
]
H
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oo 1001 Client App oxe 1002 e 1003

OnCallCreated

"aventMame": "OnCallCreated”,
"loginHame": "oxe1003",
"callRef": "d94ca®6574000100",
"callData™ {
“initialCalled": {
“id" {
"phoneMumber: "1003"
1

I
“state™: "RINGING_INCOMIMG",
"capabilities": {
"redirect": true,
"pickedUp": true
1
b
"legs": [
{
"deviceld": "1003",
"state": "RINGING _IMCOMIMNG",
"capabilities": {
"answer': true
i
1
I
"participants": [
i
"participantld™: "1001",
“identity™ {
"id™ {
"loginMame”: "oxe1 001",
"phoneMumber"; *1001"
I
"firstMame™ ™,
"lastMName": "SIP EXT 1001,
"type" {
"main®: "USER"
1
1
1
I

"deviceCapabilities™: []
H
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o001 Client App oxe1002 ooee 1003

OnCallvodified

(6
f

v

"eventMame": "OnCallModified”,
"loginMame": "o 1001",
"callRef: "d94caPes74000100",
"calllata": {
“initialCalled": {
il
“phonetumber™: “1003"
i
b
"state™: "RINGING_OUTGOING",
"capabilities"™ {
“transfer”: true,
“terminate": true

¥

I
"miodifiedlegs": [
i
"deviceld": "1001",
"state™ "RINGING_OUTGOING",
"capabilities™: {
"drop"; true

i

] 3
“addedLegs": [],
"removedLegs": [1,

"modifiedParticipants™ [],
"addedParticipants™: [

“participantld": "1003",
“identity™ {
“id": {
"loginMame": "oxe1003",
"phoneNumber”; "1003"
I
"firstName": ™,
“lastMame": "SIP EXT 1003",
"type™ {
"main": "USER"
i
i
1
1s
“removedParticipantids": [],
"deviceCapabilities": []
1
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e 1001 Client App oxe1002 e 003

OnCallvodified

L J

i
"eventMame": "OnCallModified”,

"loginName";: "oxe1001",
"callRef": "d94caRah74000100",
"callData": {
“initialCalled™: {
i {
"phoneMumber”: *1003"
i

h
"state”™: "RINGING_OUTGOING",
"capabilities"™ {
"transfer". true,
"terminate": true

b

I
"modifiedLegs": [
i
"deviceld": "1001",
"state": "RIMGING_OUTGOING",
"ringingRemote"; true,
"capabilities”; {
"drop™: true

i

b

1.

"addedLegs": [],
"removedLegs": [,
"modifiedParticipants”; [],
"addedParticipants™: [],
"removedParticipantlds"; [1,
"deviceCapabilities": []
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e 1001 Client App oxe1002

OnCallRemaoved

L

"eventMame": "OnCallfemoved”,
“loginHame": "oxe1001",
"callRef: "d94ca9es74000100",
"cause™ "THANSFERRED",
"deviceCapabilities": [
{
"deviceld": "1001",
"makeCall": true,
"makebusinessCall™: true,
"unParkCall": true

OnCallRemaoved

o

"eventMame”: "OnCallRemoved”,
"loginMame": "oxe1001",
"callRef™: "b74caRas7 3000100°,
"cause™ "THRANSFERRELY,
"newDestination™ "1003",
"deviceCapabilities": []

k

OnUserstateModified

L J

"eventMame": "OnlserstateModified”,
"loginkame"; "oxe1001",
"state": "FREE"

1

oxe1003
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ceee 1001 Client App oxe1002 oce 1003

OnCallModified

"eventMame": "OnCallModified”,
"logintame": "oxe1003",
"callRef": "b74ca%6573000100",
"cause": "TRAMSFERRED",
"previousCallRef: "d%dcaf65740001007,
"callData"; {
"state": "RINGING_INCOMING",
"capabilities": {
“redirect": true,
"pickedUp": true
1

I
"modifiedLegs™: [
f
"deviceld": "1003",
“state": "RINGING_|MCOMIMNG",
"capabilities": {
"answer": true
1
1

I

"addedlLeps": [1,
"removedlegs": [],
"modifiedParticipants": [],
"addedParticipants": [

"participantld®; "1002",
“identity": {
Il.iljll: {
"loginMame™: "cxe1 002",
"phonetumber": *1002"
I
n r.stNan.El: IrlI
"lastMame": "SIP EXT 1002",
Ilt.-lll.pell: {
"main”: "USER"
1

i
i
I,

"removedParticipantids"; [
L 1 1}:'1 "

I
"deviceCapabilities™; []
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ooee 1001 Client App oxe1002 coee ] 003

o1 003 an<iifﬁm the call

OnCallModified

"eventName": "OnCallModified”,
"loginName": "oxe1002”,
“callRef": "b74ca®65 73000100,
"cause": "TRAMSFERRED",
“callData": {
“initialCalled™: {
“id"s {
"phoneMumber: "10027
1
1
“state": "ACTIVE",
“capabilities": {
“terminate™: trus

h

¥
"modifiedLegs™ [
{
"deviceld™: "1002",
"state": "ACTIVE",
“capabilities" {
"drop™ true

1

h

I
"addedLegs": [],
"removedLegs": [,
"modifiedParticipants™ [],
"addedParticipants": [
i
"participantld®; "1003",
"identity": {
“id" {
"loginMame": "cece 003",
"phonetMumber": *1003"
I
"firstMame™: "™,
"lastMame": "SIP EXT 1003",
"type™ {
"main": "USER"
1
1
1
I:
"removedParticipantids": [
“1001"
I
"devicelapabilities": [
f
"deviceld™: "1002",
"miakeCall™: true,
"makeBusinessCall": true,
"unParkCall": true
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e 001 Client App oxe 1002 e 1003

OnCallModified

F

"eventName": "OnCallModified”,
"loginMame": "oxe10037,
“callRef™: "D74caS0573000100¢,
“callData": {
“initialCalled": {
"id": {
"phonetumber”: "1003"
§

h
“state™: "ACTIVE",
"capabilities": {
"blindTransfar: true,
"terminate": trus
1
I
"modifiedLegs": [
{
"deviceld": "1003",
“state": "ACTIVE",
"capabilities™: {
"drop™: true,
"hold": true
1
1

I:

“addedlLegs": [1,
"removedlegs™: [1,
"modifiedParticipants": [],
"addedParticipants": [,
“removedParticipantlids™: [],
"deviceCapabilities": []

OnlserStateModified

F 3

"eventName": "OnlserstateModified”,
“loginMame™: "o 003",
"state: "BUSY"
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oece 1001 Client App oxe1002 coee 003

OnCallModified

&

"eventMame": "OnCallModified?,
"loginName": "oxe1002",
"callRef: "Dy 4ca265 730001001,
"callData": §
“initialCalled": {
id"™:
"phoneMumber": "10027

1
b
"state™: "ACTIVE",
“capabilities": {
"blindTransfer": true,
"terminate": true,
"startRecord™: true
1
b
"modifiedLegs": [
{
"deviceld™: "1002",
"state"; "ACTIVE",
"capabilities"; {
"drop™: true,
"held™: true
1
1

I

"addedLegs": [1,
"removedLegs": [1,
"modifiedParticipants": [],
"addedParticipants": [],
“removedParticipantids": [],
"deviceCapabilities™ [

e 1001 Client App oxe 1002 e 003

END OF DOCUMENT
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